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UNITED STATES DISTRICT COURT

DISTRICT OF MASSACHUSETTS e

PAULA G. MACE, on behalf of herself
and all others similarly situated,

Civil Action No:
Plaintiff, —
v. : COMPLAINT - CLASS ACTION
TIX COMPANIES, INC.,
JURY TRIAL DEMANDED
Defendant.

PLAINTIFE’S CLASS ACTION COMPTAINT

Plaintiff Paula G. Mace (“Plaintiff”} hereby brings this class action suit against TIX
Companies, Inc. (“TIX” or “Defendant™). Plaintiff makes the following allegations, except as to
allegations specifically pertaining to Plaintiff and Plaintiff’s counsel, based upon the investigation
undertaken by Plaintiff’s counsel, which included, inter alia, review and analysis Qf Defendant’s
website and press release, and various new articles.

NATURE OF THIS ACTION

L. Plaintiff brings this class action suit on her own behalf and on behalf of all other
persons or entities in the United States against TJX to redress TTX’s failure to adequately safeguard
certain credit card and debit card information and related data. More specifically, this action arises
from TIX’s failure to maintain adequate computer data security of customer credit and debit card
data, which was accessed and stolen by a computer hacker. As aresult of TIX’s wrongful actions,
customer information was stolen from TJX’s computer network that handles a wide range of
financial information for millions of customers, including credit cards, debit cards linked to checking

accounts, and transactions for returned merchandise, Because of TJX’s actions, hundreds of
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thousands or even millions of its customers have had their personal financial information
compromised, have had their privacy rights violated, have been exposed to the risk of fraud and
identity theft, and have otherwise suffered damages.

JURISDICTION AND VENUE

2. Jurisdiction of this Court is invoked pursuant to 28 U.S.C. 1332(d), as the matter in
controversy exceeds $3 million, Plaintiff has diverse citizenship from Defendant TJX, and there are
more than 100 class members.

3. Venue properly lics in this District pursuant to 28 U.S.C. §1391(a)(2), since the cause
of action arose in this District, and the unlawful conduct of Defendant, out of which the cause of
action arose, took place in this District.

PARTIES

4, Plaintiff Paula G. Mace resides in Homer, West Virginia. Plaintiff Mace had her
debit card data stolen from TIX’s computer system, and has been damaged as a result.

5. Defendant TJX is a Delaware corporation with its headquarters at 770 Cochituate
Road, Framingharm, Massachusetts, 01701. TIX operates retail chains in Massachusetts and
throughout the United States.

OPERATIVE FACTS

6. TIX purports to be the leading off-price apparel and home fashion retailer in the
United States and worldwide, with $16 biilion in revenues in 2005, Its stock trades on the New
York Stock Exchange under the symbol TIX. TIX operates more than 2,300 retail stores under such
chains as T.J. Maxx, Marshalls, HomeGoods, A.J. Wright, and Bob’s Stores. These stores are

Iocated across the United States.
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7.

On January 17, 2007, TIX first publicly announced that it had been hit by a wide-

reaching security breach that may leave millions of its customers around the world exposed to fraud

and identity theft from transactions that date back to 2003. TIX’s press release stated, in relevant

part:

The TIX Companies, Inc. (NYSE:TJX) today announced that it has suffered
an unauthorized intrusion into its computer systems that process and store
mformation related to customer transactions. While TIX has specifically identified
some customer information that has been stolen from its systems, the full extent of
the theft and affected customers is not yet known. This intrusion involves the portion
of TIX’s computer network that handles credit card, debit card, check, and
merchandise return transactions for customers of its T.J. Maxx, Marshalls,
HomeGoods and A.J. Wright stores in the U.S. and Puerto Rico, and its Winners and
HomeSense stores in Canada, and may involve customers of its T.K. Maxx stores in
the U.K. and Ireland. The intrusion could also extend to TTX’s Bob’s Stores in the
U.s.

Through its investigation, TIX has learned the following with respect to the
intrusion:

. An unauthorized intrader accessed TIX’s computer systems that process and
store information related to customer transactions for its T.J. Maxx,
Marshalls, HomeGoods and A.J. Wright stores in the U.S. and Puerto Rico
and its Winners and HomeSense stores in Canada.

. . ... Ttis possible that the intruston may extend to Bob’s Stores.

. Portions of the information stored in the affected part of TJIX’s network
regarding credit and debit card sales transactions in TIX’s stores (excluding
Bob’s Stores) in the U.S., Canada, and Puerto Rico during 2003, as well as
such information for these stores for the period from mid-May through
December, 2006 may have been accessed in the intrusion. TJX has provided
the credit card companies and issuing banks with information on these and
other transactions.

. To date, TJX has been able to specifically identify a limited number of credit
card and debit card holders whose information was removed from its system
and is providing this information to the credit card companies. In addition,
TIX has been able to specifically identify a relatively small number of
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customer names with related drivers’ license numbers that were also removed
from its system, and TIX is contacting these individuals directly.

. TJX is continuing its investigation seeking to determine whether additional
customer information may have been compromised. TYX does not know if it
will be able to identify additional information of specific customers that may
have been taken.

8. TJX s press release also stated that TJX discovered the infrusion in “mid-December,
2006.” Nevertheless, TYX did not announce the intrusion until approximately one month later, when
it issued its January 17, 2007 press release,

9. TIX’s press release also stated that after the security breach occurred, the Company
“significantly strengthened the security of its computer systems.” The Company did not specify the
nature of the improvements.

10.  On its website, in a section titled “Frequently Asked Questions” concerning the
security breach, TIX stated that the drivers’ license numbers that were stolen were received in
transactions where merchandise was returned without receipts. The Company alluded to the
possibility that some customers’ drivers’ license numbers may be the same as their social security

numbers.

11. On January 18, 2007, The Wall Street Journal reported that “people familiar with the

matter said the number of exposed cards could exceed the 40 million that were made vulnerable to
fraud nearly two years ago in a breach involving C;ardSystems Solutions, Inc.”

12. On January 19, 2007, The Wall Street Journal reported that the security breach
“exposed millions of consumers to potential fraud.” It reiterated that the number of exposed cards
could exceed 40 million, citing representatives from Visa. The article also stated that ““patterns of

halt)

counterfeit frand have been reported on some of the affected accounts,” quoting a letter from Visa.
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13.  U.S. retailers, including TJX, are required to follow stringent card-industry rules.
The rules that cover transactions on cards branded with logos from Visa, MasterCard International
Inc., American Express Co. and Discover Financial Services, require merchants to validate a series
of security measures, such as the establishment of firewalls to protect databases. Among other

things, merchants are prohibited from storing unprotected cardholder information. Accordingto The

Wall Street Journal on January 19, 2007, “[p]eople familiar with the situation have said that TIX
doesn’t comply with those requirements.”

14, Fraudulent purchases using credit and debit card numbers stolen from TJX have
surfaced in several states. Hundreds of thousands of customer accounts have been affected.

15. One TIX customer said that about $6,700 in unauthorized transactions were made
with his card account number during a 10 hour period in early January 2007.

16.  The security breach at TJX is currently being investigated by the Federal Bureau of
Investigation, the 1U.S. Attorney’s Office in Boston, and other law enforcement agencies.

17.  Plaintiff Paula Mace shopped at T.J. Maxx in December 2006, using her Visa debit
card. In mid to late January 2007, her bank notified ber that her debit card had been compromised
as part of T.J. Maxx’s recent loss of customer data. Thus, as a result of TIX’s actions, Plaintiff has
had personal financial information compromised, she has had her privacy rights violated, and she
has been exposed to the risk of credit card fraud and identity theft.

CLASS ACTION ALLEGATIONS

18.  Plaintiff brings this class action, pursuant to Federal Rule of Civil Procedure 23(a)

and {(b)(3), on behaif of herself and all others similarly situated, consisting of all persons or entities

in the United States who have had personal or financial data stolen from TJX’s computer network,
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and who were damaged thereby (the “Class™). The Class does not include TJX, or its officers,
directors, agents, or employees.

15, The Class consists of hundreds of thousands, and possibly millions, of customers of
TJX and its subsidiaries located throughout Massachusetts and the United States. While the exact
number of Class members and the identities of individual Class members are unknown at this time,
and can only be ascertained through appropriate discovery, based on the fact that hundreds of
thousands of customer accounts have already been affected, the Class is so numerous that joinder
of all Class members is impracticable.

20.  Defendant’s conduct affected all Class members in exactly the same way.
Defendant’s conduct in failing to properly safeguard its customers’ personal and financial data and
in failing to notify customers of the security breach as soon as practical after the breach was
discovered is completely uniform among the Class.

21. Questions of law and fact common to all Class members predominate over any
questions affecting only individual members. Such questions of law and fact common to the Class
include:

a. whether Defendant acted wrongfully by failing to properly safeguard its
customers’ financial data;

b. whether Defendant failed to notify Class members of the security breach as
soon as practical after the breach was discovered; and

c. whether Plaintiff and the Class have been damaged, and, if so, what is the
appropriate relief as to each member of the Class.

22.  Plaintiff’'s claims, as described herein, are typical of the claims of all Class members,
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as the claims of Plaintiff and all Class members aris¢ from the same set of facts regarding
Defendant’s failure to protect Class members’ financial data. Plaintiff maintains no interests that
are antagonistic to the interests of other Class members.

23, Plaintiff is committed to the vigorous prosecution of this action and has retained
competent counsel experienced in the prosecution of class actions of this type. Accordingly,
Plaintiffis an adequate representative of the Class and will fairly and adequately protect the interests
of the Class.

24,  This class action is a fair and efficient method of adjudicating the claim of Plaintiff
and the Class for the following reasons:

a. common questions of iaw and fact predominate over any question affecting
any individual Class member;

b. the prosecution of separate actions by individual members of the Class would
likely create a risk of inconsistent or varying adjudications with respect to individual members of
the Class thereby establishing incompatible standards of conduct for Defendant or would allow some
Class members’ claims to adversely affect other Class members” ability to protect their interests;

c. Plaintiff is not aware of any other litigation of these issues ongoing in this
State or elsewhere brought by a nationwide class of consumers of TIX;

d. this forum is appropriate for litigation of this action since the cause of action
arose in this District;

e. Plaintiff anticipates no difficulty in the management of this litigation as a
class action; and

f the Class is readily definable, and prosecution as a class action will eliminate
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the possibility of repetitious litigation, while also providing redress for claims that may be too small
to support the expense of individual, complex litigation.

25.  Forthesereasons, a class action is superior to other available methods for the fair and
efficient adjudication of this controversy.

COUNT 1
NEGLIGENCE

26.  Plaintiffrepeats and re-alleges the allegations contained in the foregoing paragraphs
as if fully set forth herein.

27.  Defendant TIX assumed a duty to use reasonable care to keep the credit card and
other nonpublic information of the Class that is, or was, in its possession and control private and
secure. By its acts and omissions described herein, Defendant unlawfully breached this duty. The
Class was damaged thereby.

28.  The private financial information of the Class that was compromised by the breach
of Defendant’s security included, without limitation, information that was being improperly stored
and inadequately safeguarded in violation of, among other things, industry rules and regulations.

According to The Wall Street Journal on January 19, 2007, “[pleople familiar with the situation have

said that TJX doesn’t comply with those [industry] requirements.” Those rules and regulations
created a duty of reasonable care and a standard of care that was breached by Defendant.

29.  Thebreach of security was a direct and proximate result of Defendant’s failure to use
reasonable care to implement and maintain appropriate security procedures reasonably designed to
protect the credit and debit card information and other nonpublic information of the Class. This

breach of security and unauthorized access to the private nonpublic information of the Class was
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reasonably foreseeable.

30.  Defendant was in a special fiduciary relationship with the Class by reason of its
entrustment with credit and debit card information and other nonpublic information. By reason of
this fiduciary relationship, Defendant had a duty of care to use reasonable means to keep the credit
and debit card information and other nonpublic information of the Class private and secure.
Defendant also had a duty to inform Class members in a timely manner when their credit and debit
card information and other nonpublic information became compromised. Defendant has unlawfully
breached these duties.

31.  Pursuantto Class members’ rights to privacy, Defendant had a duty to use reasonable
care to prevent the unauthorized access, use, or dissemination of the credit and debit card
information and other nonpublic information. Defendant unlawtully breached this duty.

32.  The compromise of the Class’ nonpublic information, and the resulting burden, fear,
anxiety, emotional distress, loss of time spent seeking to prevent or undo any further harm, and other
economic and non-economic damages to the Class, were the direct and proximate result of
Defendant’s violation of its duty of care.

33.  Defendant had a duty to timely disclose the data compromise to all customers whose
credit and debit card information and other nonpublic information was, or was reasonably believed
to have been, accessed by unauthorized persons. Disclosure was required so that, among other
things, the affected customers could take appropriate measures to avoid unauthorized charges on
their accounts, cancel or change account numbers on the compromised cards, and monitor their
account information and credit reports for fraudulent charges. Defendant breached this duty by

failing to notify Class members in a timely manner that their information was compromised. Class
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members were harmed by Defendant’s delay because, among other things, fraudulent charges have
been made to Class members’ accounts.

34.  Defendant had a duty to use reasonabie care to destroy, and not unnecessarily store,
credit and debit card information and other personal information of the Class. By the acts described
herein, Defendant negligently breached this duty, and the Class was harmed thereby.

35.  Defendant knew or should have known that its network for processing and storing
credit and debit card transactions and related information had security vulnerabilities. Defendant
was negligent in continuing such data processing in light of those vulnerabilities and the sensitivity
of the data.

36.  Asadirect and proximate result of Defendant’s conduct, the Class suffered damages
including, but not limited to, loss of control of their credit card and other personal financial
information; monetary loss for fraudulent charges incurred on their accounts; fear and apprehension
of fraud, loss of money, and identity theft; the burden and cost of credit monitoring to monitor their
accounts and credit history; the burden and cost of closing compromised accounts and opening new
accounts; the burden of closely scrutinizing credit card statements for past and future transactions;
damage to their credit history; loss of privacy; and other economic damages.

PRAYER FOR RELIEF

WHEREFCRE, Plaintiff, on behalf of herself and all others similarly situated, respectfully
requests the following relief:

A. that this Court certify this action as a Class action pursuant to Federal Rule
of Civil Procedure 23(a) and (b)(3), and appoint Plaintiff and her counsel to represent the Class;

B. that this Court enter judgment in favor of Plaintiff and the Class, and against

10
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Defendant TJX under the legal theories alieged herein;

C. that this Court award damages under the common law theories alleged herein;

D. that this Court award attorneys’ fees, expenses, and costs of this suit;

E. that this Court award Plaintiff and the Class pre-judgment and post-judgment
interest at the maximum rate allowable by law; and

F. that this Court award such other and further relief as it may deem just and
appropriate.

JURY TRIAL DEMAND

Plaintiff, on behalf of herself and the Class, demands a trial by jury on all issues so iriable.

Dated: January 29, 2007 Respectfully Submitted,

STERN SHAPIRO WEISSBERG
& GARIN, LLP

z)q_,_// Z Coan XBZ\“—#’—*‘/‘- :
onathan Shapiro
90 Canal Street
Boston, MA 02114-2022

TEL: (617) 742-5800
FAX: (617) 742-5858

T

BERGER & MONTAGUE, P.C.
Sherrie R. Savett

Michael T. Fantini

Jon Lambiras

1622 Locust Street

Philadelphia, PA 19103

TEL: (215) 875-3000

FAX: (215) 875-4636

Counsel for Plaintiff and the Class
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